Smartphones have the capability of enhancing many aspects of the continuum of surgical care by providing an efficient means of multimedia communication among surgeons and healthcare personnel. The ability for mobile Internet and email access, along with features such as built-in cameras and video calling, allow surgeons to rapidly access, send and receive patient information without being restricted by issues of connectivity. Smartphones create an unrestricted network of data sharing, improving the flexibility of patient consultation, timeliness of preoperative preparation, efficiency of post-operative care and the effectiveness of a surgical team. Furthermore, smartphones provide mobile access to a multitude of surgical resources to bolster continued surgical education. This article presents a review of the current literature on the utilizations of smartphones in surgery, discusses their benefits and limitations, and addresses the possibility of incorporating smartphones into the protocol of surgical care.
INTRODUCTION
According to the International Programs Center, U.S. Census Bureau, the total population of the World, projected to September 2, 2011 is 6,959,479,878 [1] . There were 4.3 billion cell phone subscriptions in 2009, a number that is estimated to hit 5 billion at the end of 2010 [2, 3] . Furthermore, the number of mobile broadband subscriptions will surpass 1 billion during the same year. These numbers reflect how much the world has changed with regards to the ways we communicate. Cell phones have been used globally to change our mobility, flexibility, availability, and our entire lifestyle in many different ways. Numerous organizations and commercial markets have understood the power of these changes impacting the end users on how to utilize these cell phones and smartphones.
The development of smartphones, or cell phones that provide advanced computing capabilities and Internet access, has helped to improve healthcare by allowing healthcare professionals to more efficiently communicate and share information. Though widely utilized in healthcare, smartphones are still a new and developing technology and the majority of the current literature is related to their general applications as communication and resource tools. Kailas et al. enumerate these applications, which include drug databases, medical calculators, reference programs, patient status tracking, communication, and patient record management [4] . Few articles deal with the particular applications of this mobile technology in surgical practice. Although surgeons do utilize many of the applications of smartphones also used by other physicians, tailoring smartphones to specifically meet the demands of surgeons is currently under investigation.
This article presents a review of the current literature on the uses of smartphones in surgery and communication, and focuses on how they can be adapted to improve the efficiency and versatility of surgical care. We will further analyze how cell phones and especially smartphones could change the field of surgery for health care professionals and patients alike.
The current review of literature was conducted by searching MEDLINE for articles published between 1990 and 2010 using the keywords "smartphone", "mobile healthcare", "telemedicine", and "teleconsultation". Literature selection was based on articles relevant to the utilization of smartphones anywhere in the surgical continuum of care. The engineering and technology database IEEE XPlore was also searched with the keywords "smartphone healthcare", "smartphone surgery", "telemedicine", and "teleconsultation" for articles from 1990 to 2010. Likewise, references found within relevant articles were also included.
SMARTPHONES AND PERVASIVE COMPUTING
Pervasive computing (PC) is an emerging field of mobile or embedded information and communication technologies with at least some degree of network connectivity and advanced user interface. Similar technologies that are loosely associated with and do not have an exact distinction from PC are ubiquitous computing and ambient intelligence [5] [6] [7] . In essence, PC represents the integration of computers into everyday aspects of life. The goal of PC is a seamless, natural and fluent interaction between technology and people to provide constant access to resources, whenever and wherever they are needed. Smartphones, like personal digital assistants (PDAs), laptops, and tablets, are examples of pervasive computing, that contribute to improving traditional healthcare via their ubiquitous, analytical, diagnostic, supportive, and documentary functions. Research in the field of pervasive computing for healthcare, however, is mainly focused on specific applications and proof of concepts rather than development of generic principles. Achieving these principles and analyzing critical success factors would require the knowledge of both engineers and health care professionals. function as pagers that allow for rapid and extended communication among multiple surgeons. Furthermore, by using a proxy server that allows secure access to a hospital server from a remote location, this scenario can be extrapolated to any setting that has wireless availability or cellular reception.
The efficacy of all members of a surgical team within a hospital setting could be improved with the advent of smartphone technologies that allow locating and tracking of an individual at any time [13] [14] [15] . The entire team of physicians could be orchestrated by one oversight person who always keeps track of who is where and what everybody is doing at a given point in time. For example, if a doctor is needed in the outpatient clinic or the emergency department, that oversight person could redirect such a team member without delay. In emergency settings, this type of rapid response and improvement of communication can be a life-saving asset [16, 17] . PC is a technology that would play a center role in the feasibility of such a system.
In addition, the incorporation of advanced media features in smartphones, such as high-resolution cameras, abbreviates the process of sharing images taken with a standard camera. With smartphones, images can be taken, uploaded, emailed and viewed all with one portable device. Literature across different fields is fairly consistent in agreeing that the use of camera-phones for image capture and viewing is useful and efficient. Hsieh et al. reports using a camera phone for teleconsultation to successfully triage the majority of 80 cases of digital soft-tissue injuries [18] . Similarly, cameraphones have also been used to assess burns, blood smears, skin lesions and other visible maladies, with the general consensus from such studies that camera-phones prove valuable for image sharing due to factors of speed, efficiency, ease of use and portability [19] [20] [21] . The major evident drawback is the lower resolution of images taken by camera-phones along with viewing these images on their smaller screens [18] [19] [20] [21] . However, a study conducted by Banitsas et al. on the use of mobile devices for teleconsultation concluded that the screen size and image quality on a PDA with a 3.8", 240 × 320 16-bit color display were adequate for certain image viewing and videoconferencing functions [22] . Furthermore, current camera and display resolutions for smartphones are significantly greater than device specifications used in the aforementioned studies [23] . Different resolutions and screens sizes as well as other important specifications of smartphones for telemedicine are shown for popular smartphones in Table 1 [24] [25] [26] [27] [28] . The cameras recommended for telemedicine, however, all have resolutions around 12 megapixels [29] . Therefore, the decision to use the option of capturing images in addition to sending and receiving them on a smartphone must be dictated by the situation that requires such image sharing. Any surgical specialty dealing with visible pathology or trauma can benefit from this technology. Evidently, the photo-taking capabilities of smartphones would be most useful when a scenario necessitates rapid feedback. For example, a surgery resident in the emergency room could take a picture of a wound and immediately send it to the attending physician for advice. Similarly, intra-operative images could be taken and quickly emailed to many residents, attendings or other surgeons for discussion [30] . The need for rapid assessment of images by a physician remotely, or not physically present, provides an opportunity for the use of the integrated camera on the smartphone to surpass standard photography and uploading procedures. Furthermore, the addition of imaging information in combination with patient data, EMR, rapid exchange with colleagues potentiates the value for the responsible physician and provides a new platform of rapid and effective response.
The introduction of video-calling features further increases the potential of smartphones to function as a thorough, all-in-one method of communication among surgeons. Instead of having to assess a situation with information given solely over the phone, or even looking at emailed images and then discussing a case over the phone, an attending surgeon can answer a question about a visible problem while simultaneously viewing the site in question from any angle that the smartphone holder chooses. The spectrum of scenarios in which this technology could be employed appears very broad. Smartphone video-calling could also be used in a number of other situations such as general symptom evaluation. This video-calling function in general has already been implemented successfully in hospital interpreter services. Both videoconferencing and hands-free telephones can deliver an acceptable interpreting service compared to a physically present interpreter with the advantage of time efficiency and cost effectiveness [31] . Similar availability of surgeons via video-calling for patients, colleagues, and team members could hold some promise with regards to efficiency, time management, safety, and cost effectiveness. However, the authors would like to emphasize that this method of communication should not, of course, replace any situation that warrants the physical presence of an attending or any other surgical authority. It should instead be used to supplement appropriate conversations. Finally, the camera or video function of smartphones could be a helpful asset in triage of patients. Patients calling their doctors or even emergency numbers could be advised and directed in a more comprehensive manner.
Consultation
Accessing information from a smartphone allows the physician to view emails, images, videos, patient data, or other information that can be retrieved from the Internet, anytime during the day and at any location. The ease of email access along with the portability of the smartphone makes it a useful tool for quickly relaying data that can be used to confer with colleagues on consultations. This may prove especially useful in an academic environment where surgical interns and residents can email questions on consultations supplemented with visual data, improving the ability of attendings to efficiently respond from a remote location. Analyzing a wound or surgical incision and finding an appropriate treatment option is individual and often times lacks treatment consensus. The immediate exchange with other surgeons is a helpful adjunct to their armada of treatment options. This rapid sharing of data greatly enhances the communication between surgeons and may improve the efficiency of choosing proper surgical treatment for patients.
Aziz et al. demonstrate the simplicity and efficiency of such communication in sharing digital imaging information for oral and maxillofacial surgery cases [32] . In this study, images are downloaded onto a desktop computer from a Picture Archiving and Communication System (PACS) server, converted into viewable formats, and emailed to faculty who can access the data from their smartphones. The authors present a case in which an incorrect diagnosis of a nondisplaced orbital floor fracture was made, and the correct diagnosis of a left zygomatic/maxillary complex fracture was made by an away attending after the emailed CT scan was viewed on his smartphone. Accessing these images remotely decreased the time necessary to provide the correct diagnoses and therefore proper treatment.
Pre-Operative Management
In addition to offering the rapid exchange of multimedia information, smartphones also provide the opportunity for the mass sharing of information, a feature that would be particularly useful for all members of a surgical healthcare team in the operating room (OR). Hospital ORs represent a center of efficiency, coordination, safety, and precision, and a time-efficient and direct communication style is critical. A recent study showed that around fifty percent of operations have delays, and though intra-operative times contribute to this number, pre-and post-operative changing times take up a significant amount of overall OR time [33] [34] [35] . It is during these times that the first changes should be made to improve efficiency in the OR. The average OR starts on time only 27 percent of the time [35] . There are many factors that contribute to this delay such as mechanical malfunction and anesthesia problems; however, one of the easiest causes that can be fixed is poor communication. A previous study showed that smartphones given to members of health care and nursing teams increase team communication and support faster delivery of healthcare [36] . The same phenomenon can be translated to benefit a surgical team in the OR to allow for more efficient management of time in between cases. By allowing rapid two-way exchange of information among surgeons, anesthesiologists, and nurses, the smartphone could potentially solve some of the communication problems that contribute to late start times. From a surgeon's perspective, pre-operative improvement could include tracking of patients via smartphone. The surgeon would be able to see if the patient is still in the pre-operative holding area, on the way to the OR, or already in the OR. Simple transmission of a video-call to his phone would give him necessary information about the status in the room and so would be able to enter the OR in a timely manner without wasting important time. Furthermore, with two-way communication through such an interface, the attending surgeon could manage the workings of the OR before arriving there, such as requesting certain instruments and making sure certain people are there. In addition, messaging to patients could result in a reduced number of missed outpatient surgery procedures as already seen for non-surgical hospital appointments [8] .
An EMR access feature, as previously mentioned, could also be incorporated into the program, putting all the information the surgeon needs in one place, and more importantly, a place that can be accessed wherever the surgeon may be before the case. This combination of communication provides an interface that connects all personnel in the OR and could possibly eliminate much of the unnecessary time spent remediating the effects of under preparedness and miscommunication. Ideally, a study modeled after the one of [36] would be able to determine whether mobile accessibility to patient data and the OR could improve pre-operative efficiency and safety.
Post-Operative Care
Post-operative care is an essential component of the surgical continuum that requires diligent monitoring of patient's labs, wounds and general condition. The attending surgeon's post-operative contact with the patient unfortunately can be limited at times. Therefore, the surgeon's understanding of the patient's status is dependent on nurses and doctors communicating effectively with each other. Smartphones could help with the surgeon's availability and communication among team members including data transmission. In an academic setting, the presence of multiple residents and interns increases the size of the team making effective communication even more challenging. Certain factors involved in patient monitoring, such as lab values and the flow chart, do not pose problems when restricted to communication over the phone. However, there are also many physical descriptors of patient's status, such as condition of the operative site that require subjective interpretation by the surgeon. Frequently, communication over the phone does not replace objective visualization by the surgeon, and results in the surgeon having to come in to see the patient in person because of the difficulty of communicating these descriptors verbally.
The smartphone can provide a simple solution to this problem as it combines the mediums of verbal and media communication in a mobile interface. Binder et al. present a study on the use of teledermatology for wound management of 16 patients with leg ulcers by home care nurses, concluding that this method of treatment could clearly increase the quality of medical care [37] . The video-calling feature of smartphones functions is a similarly useful tool as it allows healthcare personnel at the hospital to easily maneuver the camera of the smartphone around an area in question while simultaneously communicating with the surgeon who can request almost any viewing angle from the portable device. Furthermore, this feature is able to capture and transmit valuable dynamic examinations, such as capillary refill of tissue or blanching versus non-blanching erythema.
Though wireless connectivity in hospitals is becoming more common, finding a wireless connection outside of a hospital, residence, or business can be difficult. The portability of the smartphone takes this concept of telemonitoring a step further by freeing the surgeon from the constraints of having to find a hardwired machine or wireless connection to complete such a procedure while away from the hospital. This prevents unnecessary trips to the hospital and improves the standard of patient care while avoiding the confusion and misunderstanding in communication restricted by the telephone. This problem has been partially solved in the past with remote access via Internet into hospital systems to allow physicians to view data, imaging studies, and patient information from home. The authors feel that taking the next step and providing this type of remote access via the physician's smartphone not only improves effectiveness, but also increases patient safety by giving the surgeon a more complete and accurate understanding of the patient's condition as problems can be visualized directly, and the need to relay information through a third party is eliminated. However, it is important that video-calling is not used to pass final judgment on a case in question even after mobile viewing, and that a physical visit always occurs in a situation of uncertainty. Surgeons could also utilize programs that continually update patient vitals and other stats from machines instead of having to call and find a nurse to obtain such information. For example, the surgeon could log in the program and check the patient's flowchart. This would not only save time for the physician, but also free up nurse's time to take care of other tasks. The smartphone would give the surgeon complete and definitive surveillance of a patient's postoperative condition through a mobile platform that enables the surgeon to be immediately updated on a patient's status. Residents are frequently confronted with clinical situations where guidance by an attending physician is required. Taking a picture with the smartphone of a patient's EKG or surgical wound in the postoperative period during house night calls would be helpful, but is not an accepted method and does not comply with patient's confidentiality by any means. In short, the technology exists, but that is the easiest part.
Taking the smartphone technology, adjusting it to surgical needs and making it feasible, secure, and safe remains a future challenge. For instance, after performing a buried free flap with an implantable Doppler [38] , the surgeon can call the intensive care unit on the evening after the surgery and have the nurse hold the phone to the Doppler probe so that the Doppler signal can be heard through the phone [39] . This represents very important first-hand information for the surgeon in an early postoperative phase. Smartphones may provide the opportunity for the surgeon to receive additional information from this procedure, such as the ability to visualize Doppler waveforms or color Dopplers. Improving this kind of technology, rather than holding a phone next to a medical Doppler device, can improve the quality and thus the safety of post-operative management. Again, this kind of innovation most probably would be a conjoint effort that brings together the needs and ideas of a clinician and the technical expertise of an engineer.
SURGICAL EDUCATION
Besides its ability to enhance communication, the smartphone also serves as an invaluable educational resource, not only in surgical training, but in continuing medical and surgical practice. In the simplest manner, the smartphone provides mobile access to the Internet, allowing the surgeon to access a countless number of resources whenever and wherever there is a wireless connection and cellular reception. This creates a condensed, on-the-go reference library that can be used to research any topic or question immediately and rapidly. The extensive media-viewing capabilities of smartphones allow a surgeon to view a variety of different learning resources, whether it is an article or an instructional video.
In addition, many smartphones have incorporated the ability to download add-on applications [40] ; however, the current discussion will focus on the applications available for the iPhone, as it currently provides the widest variety of add-on's and the iTunes Store is actually the largest media seller in the world [41] . These applications can be made by third-party developers, who have created a wide variety of medical applications, many of which are useful for surgeons. Simbionix, for example, a company that designs virtual reality simulators to train medical professionals, started a Medical Education Division through eTrinsic, a division of Simbionix ®* for online education [42] . The company is currently developing mobile applications for physicians that, among many other collaboration and educational materials, provide in-depth virtual procedure training programs. Some of the already-released applications include a course on inguinal hernia repair, umbilical hernia repair, and surgical wound healing. The ability to access such didactic information from the iPhone extends learning beyond the classroom and the wards, enabling training surgeons to constantly review and stay up-to-date with important educational material.
Many other surgical applications are also available for educational and reference purposes, as well as for convenience. I-surgery Notebook © † , for example, is an application that allows the surgeon to keep a log of surgical cases by inputting patient and procedure data, including images, for each case into the program [43] . An advanced search feature then allows the surgeon to quickly search and review case logs. Surgery On Call © ‡ is a reference application that has a thorough catalog of information on the clinical evaluation and management of surgical cases [44] . Other programs, such as anatomy applications are also available, and provide an easy and efficient way for a surgeon to reference anatomy atlases for procedures. In addition, there are a number of podcasts that can be downloaded straight onto the iPhone for listening anywhere. These consist of everything from an audio book on complications in surgery to a monthly podcast review of cornea and refractive surgery articles [45, 46] . The possibilities for different mobile surgical applications are numerous, and with the help of a rapidly growing database of educational, reference, and interactive applications, surgeons will be able to provide smoother, easier, and more efficient healthcare. On the other side, patient education via smartphones is an emerging concept that is of high importance in the entire medical field. Mobile health technologies have been proven to support the transition to the patient empowerment model [47] . It requires patients to be knowledgeable so that they can make choices on how to manage their health and creates a shift from a traditional biomedical model to a more integrated concept with clinicians and patients as rather equal partners during the decision making process [48] .
CRITICAL ISSUES
There still are limitations, however, to the use of smartphones in clinical and hospital settings. The major concern with regard to accessing, storing or transmitting clinical information is the protection of personal health information. Security threats related to the mobile access of personal health information must be thoroughly addressed prior to the allowance of mobile access to patient records. Bones et al. presented a risk analysis for the use of smartphones in healthcare, stating that the web-access and email features of the phones should be disabled while the devices are used in a healthcare setting as these features are the primary targets for security risks [49] . However, the protection of electronically transmitted personal health information via such avenues has been regulated by HIPAA Security Act guidelines, a protocol that was created in 2003 to protect the transmission and access of "electronic protected health information" (e-PHI) [50] .
The protection of such information parallels the protection of any e-PHI accessed from the smartphone, whether through email or applications, in that it must be compliant with HIPAA Security Act guidelines for access management, backup, encryption and other enforcements. The ability to access this information from smartphones poses an even greater risk as phones can more easily get into unauthorized hands than a computer. Criteria that ensure that e-PHI on a smartphone is secure and HIPAA-compliant include password protection of the device, limiting the email stored on the device to no more than 250 messages or 7 days, support for data encryption, and the ability for data on the smartphone to be remotely erased [51] . Likewise, access to any applications on the phone that are connected to EMR should have further encryption. Furthermore, patient consent should be obtained before any electronic protected health information is downloaded to a smartphone. Even with adherence to such regulations, security risks associated with hacking and data infiltration are always present when Internet access is involved.
Other issues with smartphone usage include the practicality of Internet access from smartphones, which requires a wireless connection (preferably) or cellular reception to transmit and receive data. With many hospitals providing total wireless coverage through their institutions, access within hospitals should be feasible in the near future [52] . Outside of the hospital, however, coverage varies depending on service providers, an issue that can be taken into account when choosing the proper smartphone. Furthermore, it is imperative to understand when it is appropriate to use smartphones for these purposes, making sure that certain scenarios, such as using a smartphone while with a patient or while driving, are avoided.
It is important to recognize the limitations of smartphones in determining the efficiency and practicality of different computing devices for telemedicine functions in specific scenarios. Desktop computers, for example, may be a preferred option when available as they have large screens, more computing functions than portable devices, and may allow for work to be completed faster than on smaller devices. Portable devices, on the other hand, should be considered when computer terminals are not conveniently and locally available. Tablet computers, for example, are portable devices that offer equivalent if not greater computing capabilities than smartphones and are recently being equipped with many of the same features that make smartphones useful for telemedicine, such as front-facing cameras for video-calling. In certain situations, such as when images need to be analyzed in detail, or longer tasks need to be performed on these devices, smartphones may fall short of tablets as their small screen and keyboard size can make certain tasks more difficult and impractical. However, smartphones may be a better alternative in other scenarios, such as when rapid assessment is needed. In addition, a key feature of smartphones is their portability and expanded connectivity through the use of data plans. Though tablets are smaller than laptops, they still cannot be carried around with the same ease as smartphones, and would require an additional data subscription to prevent reliance on wireless connections for communication. These different devices do not necessarily have to be isolated and contrasted with each other, as they may serve complementary functions depending on the different situations in which they function best. Further research will be required, after integration of newer devices such as smartphones and tablets into healthcare protocol, to determine how to choose among these options in the appropriate scenarios.
These issues, and the many more that can arise when using smartphones in a medical setting, point to the need for the creation of a standard protocol for using smartphones in the clinical setting. Furthermore, introducing smartphones and mobile technologies into the working day of surgeons with limitless availability could decrease uninterrupted time with patients. It is important to understand that when utilizing these new technologies in our everyday lives, they should not replace or limit the value of a personal, empathetic face-to-face conversation.
CONCLUSION
Smartphones are an integral part of the social mainstream and are integrated into many aspects of society. Smartphones can provide a superior method of communication and function as an important clinical tool for surgeons by offering mobile and efficient data sharing among colleagues and healthcare staff, as well as portable access to a wealth of critical information. The data capturing and sharing features of smartphones are especially beneficial for surgeons who deal with externally visible conditions. Smartphones may provide even more individual applicability and functionality for the surgeon than EMR systems. Continuous monitoring of patients, interactive consultation, rural and remote care, as well as fast emergency responses via smartphones will soon be available. Further research is needed to evaluate the applicability of these newly developed mobile health technologies for surgeons, health care workers, and patients to reshape and adjust the field of surgery.
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